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YciaoBue

B 2226 roxy 3emisi ycTaHOBUJIA KOHTAKT ¢ MHOKECTBOM MHOIUJIAHETHBIX LIMBUIIA3ALIUAM.
VYuénbrit Muxaun 3aHuMaeTcs npuéMoM, aHAJIM30M U Kiaccudukamuei (onpeneaecHueM
IUBUIN3ALUU-OTIIPABUTENIS) PAAUOCUTHAJIOB, MMOCHIIIAEMBIX OpaThsIMU IO pa3yMmy IO Bcer
ranaktukd. Ho BOT Oena: pa3muUyHBIX BUJOB WHOIUIAHETSH OKAa3ajoCh MOPA3UTEIBHO
MHOTI0, a 3ByKH MX F'OJIOCOB HE BCETJa Pa3IMuMMBbl YEIOBEYECKUM YXOM. MHUXaus perui
npuOerHyTh K TIOMOIIM CBEPXTOYHBIX JATYMKOB JIJIsl YyJIABIIMBAHHS CHUTHAJIOB U
UCKYCCTBEHHOTO MHTEJUIEKTA [ uX Kiaccudukanuu. C qaTunkamu Muxaui B COCTOSSHUN
pazoOpatbcs caM, a BOT MHXKEHEP-TPOTPaMMUCT U3 yUEHOTo nocpeacTBeHHbii. [lomorure
Muxauiy HanucaTb HEMPOHHYIO CeTh JUIsl KiacCU(PHUKAlMU CUTHAJIOB M pa3paboTath
NPUIOKEHHE ISl yIOOHOTO B3aUMOACHCTBUS C 00YYEHHOU MOJAEIIBIO.

Jnst peanmuzanuu ATOWM 3aqaud  Koyulern Muxawia 3amucaid JOBOJBHO OO0JbIIOe
KOJIMYECTBO PAJUOCUTHAJIOB M C T[OMOIIBK) TPYNIIbl MPAKTUKAHTOB BPYYHYIO
KJIacCU(PUITMPOBAJIN UX, IOTPATUB Ha 3TO OoJiee ABYX JieT. Takoit Habop JaHHBIX TTO3BOJIUT
00y4YUTh HEUpPOCETh, KOTOpas B CBOK O4Yepelb, JacT BO3MOXKHOCTh HE MpHUOEraTth K
MTOMOIIIH MPAKTUKAHTOB B OYIyIlIEM.

K coxanenuto, mpakTUKaHTBl NMPU KiIacCU(UKALUU 3BYKOB IMOBPEIMIIM 0003HAUYCHUS
KJIacCOB B HaOope JaHHBIX. 1 BMECTO 11eTOUNCIIEHHBIX 3HAYEHUH B HEM MPECTaBICHBI
ciabouyntaemble cTpoku. Ilepen Tem Kak MPUCTYNUTh K OOy4YeHHIO HeHpoceTu, Bam
HE00X0/IMMO BOCCTAaHOBUTh 0003HAUEHHUsI KJIACCOB B Habope NaHHBIX. VI3BECTHO TONBKO
TO, YTO KJIACChl ObLIIM 0003HAYEHBI MOPSIIKOBBIMU LIE€IBIMU YHUCIAMU, HAUMHAS C HYJIS.

TexHunueckoe 3agaHue

Heobxonumo pa3pabotrarh MpOrpaMMHBIA  TPOJYKT, MO3BOJSIONIUN  ONpEAesiTh
WHOIUIAHETHYIO [MBWJIM3AIMIO 1O 3alUCH OTIPABICHHBIX MMM PaJUOCUTHAJIOB.
OnpeneneHue UUBUIU3ALNUN JIOJDKHO MPOUCXOAUTH C IMOMOIBIO OOYyYEHHOH MOAenu
HelipoceTd. 3ampelnaercsi HCMOJIb30BaTh IOTOBbIe MoAeu. [[porpaMMHBIN MPOIYKT
JOJDKEH UMETh rpadudecKuii nHTepdeiic 1 BO3SMOKHOCTh aBTOPH3AIIHIH.

OO0yuenue mojaeu

OOy4eHnne MojeNu ClieyeT MPOBOAUTh B cepBuce SHmexkc DataSphere. s goctyma K

CEpPBUCY MCIIOJIB3YUTE Y4YETHBIEC JaHHbBIC, BBIJAHHBIE OpPraHMW3aTOPaMHM Ha IUIOIIAAKE
MPOBENICHUS, JIOTUH B JIOMeHE ppo.idp.yandexcloud.net u mapoisib. MHCTpyKUMs 1O
paboTe ¢ CepBUCOM JIOCTYMHA TI0 CCBLIKE.
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B nabGope manubix comepxkutcs 1600 3amuceit, u3 Hux 1200 ans obyuenus u 400 mis
BaJIAJAIAH.

ABTOpHM3aNUsA
HeoOxoaumo npeaycMoTpeTs 2 poJiv oJIb30BaTeNei:

- aAMMHHUCTPATOp;
- IIOJIb30BAaTEIb.

Aomunucmpamop

B ¢dyskumroHanpHbIE BO3SMOKHOCTH aJMUHUCTPATOPA JIOJDKHO BXOAHWTH TOJIBKO CO3/IaHUE
HOBBIX IOJIb30BATEJNICH, C BHECEHHEM MH(OPMAIIUU O MOJIH30BATEIE HE MEHEEe YeM B JIBa
TeKCTOBBIX Moisax (Mms, Gamumms).

Ilonvzoeamenwv
B ¢yHkumoHnanbHbIe BO3MOXKHOCTH MOJIH30BATENs JOKHO BXOIUTh:

- 3arpy3ka Habopa JJaHHBIX IS IPOBEPKU PabOThI MOJIEIIH;
- MPOCMOTP AHAJUTUKH.

JlaHHbI€ 1)1 BX0/a MOJIb30BaTeNel JOJKHBI XpaHuThes B CYB/I.

AHAINTHKA

B uHTepdeiice MOJIb30BATEIA HE0OX0TUMO peann3oBaTh CJIEIYIOIILYIO
(bYHKIIMOHAIBHOCTB:

- MpOoCMOTp TpaduKa 3aBUCUMOCTH TOYHOCTH HA BaJIMJIAMOHHBIX JIAHHBIX OT
KOJIMYECTBA 310X 00y4YEHHUS;

- TPOCMOTP AWArpamMMbl C OTOOpaKEHHWEM KOJMYECTBA 3alKceil B HA0Ope MaHHBIX
JUTSE 0OYYEeHUS, OTHOCSIIMXCS K KOKIOW IIMBIIIH3AIUH (KJ1accy);

- JuarpamMmy, JIE€MOHCTPHPYIOUIYI0 TOYHOCTH OIpEICNICHUs KaXKIOH 3amucu u3
TECTOBOTO HabOpa TaHHbIX;

- JIMarpamMmy, I€MOHCTPHPYIOIIYIO TOM - 5 Han0oJiee 4acTo BCTPEUAIOIINXCS KJIACCOB
3amucel B BAIMIAIIMOHHOM HaOOpe JTaHHBIX.

IHoab30BaTenbckuii MHTEPPeEiic

HHTCp(i)CfIC MMOJIB30BATCIIA JOJKCH IMPEAOCTABIIATH CICAYIOIINC BO3MOKHOCTH!

® AaBTOpH3alUA HOHBSOBaTeHeﬁ;
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sKkpaHHas ¢popma/Bed-cTpaHuIla ¢ HH(OpMAIMEl 0 0Jb30BaTere;
sKpaHHas ¢popma/BeO-CcTpaHuIa ¢ TpaduKaMu U TUarpaMMaMu;
MaciTabupoBaHUE MOCTPOSHHBIX TPAPHUKOB U AUATPAMM;

3arpyska “TecToBoro’” Habopa IaHHBIX uepe3 Gpopmy 3arpy3ku (aiina;

O0TOOpaKeHNE TOYHOCTH U MOTEPh HA TECTOBOM HabOpe JaHHBIX.

BxoaHble 1JaHHBIE

HaGop nmanHbIX muis oOyueHus W BalWJallMd XpaHUTCS B apxuBe B (opmare .npz. u
JOCTYTICH 1Mo ccbutke: https://disk.yandex.ru/d/BA40Jb0BwaABxg.

B maccuBe train_x Haxonarca wav-Qailibl mociaHUil MHOIUIAHETSH, B train_y —
COOTBETCTBYIOIIME UM MOBPEXACHHbIE HOMEpA (KJIacChl) IMBWIIM3ALUHN 1711 OOyUEHHUS.

B maccuBe valid_x HaxomsaTcss wav-¢haiiabl NOCTaHUW HMHOIUIAHEeTsH, B valid_y -
COOTBETCTBYIOIIIME UM HOMepa (KJIacChl) IUBWIIM3AIMK JIJIs1 BATHIALIUU.

HaGop nanHbIX [U1st mpoBepKU pabOThl MOAETN HEMPOCETH XPAHUTCS B apXUBE B opMare
.npz. u gocryneH mo cceuike: https://disk.yandex.ru/d/39RhMMSNiJvecg. Ilapons om

apxusa 6yoem 8bl0aH IKCNEPMHOL KOMUCCUell NpU nposepKe pabomeul.

B wmaccuBe test_x HaxomsaTcs wav-(ailibl TOCTaHWN WHOIUIAHETSH, B test_y —
COOTBETCTBYIOIIME UM HOMEPa (KJIacChl) ITUBUIIN3AIUH.

PexoMeHIalMM K BBLINOJTHEHHUIO

[IporpaMMHBIN TPOAYKT JOJDKEH MMETh rpadUyuecKHil MoJIb30BaTeIbCKU UHTEpdeiic u
OBITH peaqn30BaH Ha JIH00M miatdopme.

Pexkomenayercs pa3genuTh MpOrpaMMHBIN MPOAyKT Ha Moayiu: back-end u front-end.
Pa3paboTky peKOMEeH/IyeTCsl BECTU C MMOMOIIBIO0 CUCTEMBI KOHTPOJISI BEPCHi git.

PexoMeHtyeTcst HCTIOIhb30BaTh UNit-TECTUPOBAHUE TP pa3pabOTKe MPOAYKTA.

PeriamMeHT HcnbITAHUM

JlemoHcTpanus tora 00y4eHUs] © METOJIOB COXPAHEHUS MOJICIH
3ammyck NporpaMMHOro MpoIyKTa

ABTOpHU3aLUs aIMUHUCTPATOPA

Co3znanne noJyib30BaTeis M0 JaHHBIM OT JKIOpH

Nk W=

ABTOpI/I?)aHI/I}I ITIOJIB30BAaTCJIA
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3arpy3ka TECTOBOTO Habopa JaHHBIX
JleMoHcTpanys nHPOpMAaIU O TECTOBOM HA0Ope JaHHBIX (TOYHOCTh U TIOTEPHU)
JlemoHcTpanus rpaduKoB u quarpaMmm

© %0 N o

Hemonctpanust pabotst CYB/], B ToM uuncnie, BKIO4amomas B ceds MPOBEPKY
NEPCUCTEHTHOI'O XPAaHEHUs JaHHBIX

10. lemoHcTpanus paboThI Unit-recToB

11.3arpy3ka MarepuanoB B 00JIaYyHYIO ManKy

3arpy3ka pemeHnuni

I1o oxoOHYaHUM 3aIUTHI HCO6XOI[I/IMO 3arpy3uThb BCC HCXOOHBIC (baﬁm)l IIPOCKTA:

® apXHB C PEMO3UTOPUEM/TIPOTPAMMHBIN KO/,

e o0ydeHHyI0 MojeTh B (hopmare .h5;

e ¢aiinet B/ (mamm BJI);

® CHHMKH JKpaHa MoJIb30BaTEIbCKOT0 HHTEpdeiica -

B 06naqHy}o NnamnkKy B COOTBCTCTBUH C HANMCHOBAHUCM BaIieu KOMaH/JBbI.
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Ouenka

IIporpaMmMHBIii KO (CYyMMAapHO)

Yposenb | Kputepuu MakcumasibHbII KomMmenTapuii
0aJsn 30
1 Konx manucan 0e3 coomrogenus | 0
CTUJIUCTUKH, UMEHA
MEPEMEHHBIX HE HECYT
CMBICJIOBOM HArpy3KkH, KOJ B
LEJIOM TPYJHO YATAEM
2 Kon unrtaem, pazpaboruuku B | 10
LEJIOM IPUIECPKUBAKOTCA
OJIHOTO CTHJIS
3 Pa3paboTka Benach ¢ 10
IIOMOIIIBIO git
4 [TpenocraBiens! unit-TecThl 10
AJIropuT™m (CyMMapHO)
YpoBensb | Kputepuu Makcumanbhblii | KommenTapuii
oasr 150
1 JlaHHBIE HE BOCCTAHOBJIEHBI 0
2 JlaHHBIE BOCCTAaHOBJICHBI 20
3 [ToaroroBiaeHoO OKpyKEHUE 10
TSl OOy4eHHS
4 3amy1ieH npoiecc ooydenust | 20
5 [IpoueHT TOUHOCTH Ha 100 * mporeHT
TECTOBOM HabOpe JTaHHBIX TOYHOCTH
MockBa
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Pabora ¢ 1aHHBIMU (AHAJIUTHKA) (CYMMAPHO)

BKJIFOYAs MOJIb30BaTEIICH,
ucnogb3yercs CYB/]

Yposenb | Kpurepuu MakcumasbHbII KomMmenTapuii
0asn 70
1 [TocTpoen rpaduk Tounoctu | 20
2 [TocTpoena nuarpamma 10
3 [Toctpoen rpaduk Ha 20
TECTOBBIX JIAHHBIX
4 Jlns XxpaHeHUs1 TaHHBIX, 20 10 eciiu Bce

XpaHUTCs B (paiinax

IHoab30BaTenbcKkuil HHTEPPeiic (HAKONMUTETbHO)

YpoBeHnb

Kpurepun

MakcuMaadbHbBINH
oaaa 50

KommenTapuii

WnTepdeiic nonp3oBarens
OTCYTCTBYET, B TOM YHCIIE
pearn30BaH B KOMaHIHOM
CTPOKE C HEMOJIHBIM
cootBeTcTBHEM T3 K
10JIb30BATEIbCKOMY
uHTEepPeicy

0

HNutepdeiic peannzoBaH B
KOMaHJIHOM CTpoOKe (11
MHULIMAIN3AUN,
JEMOHCTpalUu KapT U
JAaHHBIX Ha HUX
HCIOJIb3YIOTCS OTJENIbHbIE
HCIIOTHsIeMbIe (paitiibl)
[IpucyrcTByroT Bce
BO3MOYKHOCTH (Kpome
MacuTabupoBaHUs)

10

Pazpaboran rpaduueckuit
uHTepderic Ha

BBIOpaHHOM matdgopme. Ho
HET BO3MOXXHOCTH
MacITabupoBaTh rpauku u

30
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JUArpaMMBbl.

Pazpaboran rpaduueckuit 50
uHTepderic Ha

BBIOpaHHOM matdopme. Bee
TpeOOBaHUS COOTFOJCHBI.
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IIpumep pernenust
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Alien Signal Classifier — KNaccu@uKaLma MHONNIHeTHbIX PaAKOCHTHaNOB

MockBa
2025/2026 yu. r.



MOCKOBCKASA NTPEJAITPOPECCHUOHAJIBHASA
OJIMMIINAJJA IIKOJIBHUKOB
3akII0YHTEIbHBIA ITAII
IHpakruka «Anpopmaunonnsie TexHosorum»
KomanaHo-nnpakTu4ecKoe 3aaHue

Bxop B cucteMy — Alien Signal Classifier X

Alien Signal Classifier

Cuctema Knaccwmanm WHONNSHETHLIX PanuoCHrHanoe

ABsTopu3sauus

LoEs

Maponb
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CepBepHas yacTh

database.py

import sqlite3
import os

DB_NAME = "back//database//database.db"
SCHEMA_FILE = "back//database//database.sql"

class Database:

def _init_ (self, db_name=DB_NAME):
self.db _name = db_name
self.conn = None

def connect(self):
self.conn = sqlite3.connect(self.db_name)
self.conn.execute("PRAGMA foreign_keys = ON")
self.conn.row_factory = sqlite3.Row
return self.conn
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def close(self):

if self.conn:
self.conn.close()
self.conn = None

# WHuumanuzauuma b u3 SQL-danna
def init_db(self):
conn = self.connect()
cursor = conn.cursor()

with open(SCHEMA FILE, 'r', encoding='utf-8') as file:
sql schema = file.read()

cursor.executescript(sql_schema)

conn.commit()

self.close()

print(f"[DB] Ba3a gaHHbix '{self.db_name}’
WHUUManusmpoBaHa mn3 '{SCHEMA FILE}'")

# lMonb3oBaTenu
def authenticate(self, login: str, password: str) -> dict |
None:
conn = self.connect()
cursor = conn.cursor()
cursor.execute(
"SELECT id, role, first name, last name FROM users
WHERE login=? AND password=?",
(login, password)
)
row = cursor.fetchone()
self.close()

if row:
self.log _session(row["id"])
return {
"id": row["1id"],
"role": row["role"],
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"first name": row["first name"],
"last_name": row["last_name"]

¥

return None

def create_user(self, login: str, password: str, role: str,
first name: str, last _name: str) -> bool:
try:
conn = self.connect()
cursor = conn.cursor()
cursor.execute(
"INSERT INTO users (login, password, role,
first name, last name) VALUES (?, ?, ?, ?, ?)",
(login, password, role, first name, last name)
)
conn.commit()
self.close()
return True
except sqlite3.IntegrityError:
self.close()
return False

def get_all users(self) -> list:
conn = self.connect()
cursor = conn.cursor()
cursor.execute("SELECT id, login, role, first_name,
last name, created _at FROM users")
rows = cursor.fetchall()
self.close()
return [dict(row) for row in rows]

# Ceccum
def log session(self, user_id: int):
conn = self.connect()
cursor = conn.cursor()
cursor.execute("INSERT INTO sessions (user_id) VALUES
(?)", (user_id,))
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conn.commit()
self.close()

def get_sessions(self, user_id: int = None) -> list:
conn = self.connect()
cursor = conn.cursor()
if user_id:
cursor.execute(
"SELECT s.id, u.login, u.first_name,
u.last_name, s.login_time "
"FROM sessions s JOIN users u ON s.user_id =
u.id "
"WHERE s.user_id = ? ORDER BY s.login time
DESC",
(user_id,)
)
else:
cursor.execute(
"SELECT s.id, u.login, u.first_name,
u.last name, s.login time "
"FROM sessions s JOIN users u ON s.user_id =

u.id "
"ORDER BY s.login_time DESC"
)
rows = cursor.fetchall()
self.close()

return [dict(row) for row in rows]

# UcTopua oby4veHusn
def save_training history(self, history: list[dict]):
conn = self.connect()
cursor = conn.cursor()
cursor.execute("DELETE FROM training_history")
for entry in history:
cursor.execute(
"INSERT INTO training history (epoch,
train_accuracy, val accuracy, train_loss, val loss) "
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"VALUES (?, ?, ?, ?, ?)",
(entry["epoch™], entry["train_accuracy"],
entry["val_accuracy"],
entry["train_loss"], entry["val loss"])
)
conn.commit()
self.close()

def get_training_history(self) -> list:
conn = self.connect()
cursor = conn.cursor()
cursor.execute("SELECT * FROM training history ORDER BY
epoch™)
rows = cursor.fetchall()
self.close()
return [dict(row) for row in rows]

# PacnpepeneHue knaccos
def save_class_distribution(self, dataset_type: str,
distribution: dict):
conn = self.connect()
cursor = conn.cursor()
cursor.execute("DELETE FROM class _distribution WHERE
dataset _type = ?", (dataset_type,))
for class_id, count in distribution.items():
cursor.execute(
"INSERT INTO class distribution (dataset type,
class_id, record count) VALUES (?, ?, ?)",
(dataset_type, int(class_id), int(count))
)
conn.commit()
self.close()

def get_class_distribution(self, dataset type: str) -> list:
conn = self.connect()
cursor = conn.cursor()
cursor.execute(
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"SELECT class_id, record_count FROM
class distribution "

"WHERE dataset_type = ? ORDER BY class_id",
(dataset_type,)

)

rows = cursor.fetchall()

self.close()

return [dict(row) for row in rows]

def get_top_classes(self, dataset type: str, top_n: int = 5)
-> list:
conn = self.connect()
cursor = conn.cursor()
cursor.execute(
"SELECT class_id, record count FROM
class _distribution "
"WHERE dataset_type = ? ORDER BY record_count DESC
LIMIT ?",
(dataset_type, top _n)
)
rows = cursor.fetchall()
self.close()
return [dict(row) for row in rows]

# [laTaceTbl U nNpeackas3aHUA
def save dataset_info(self, user _id: int, file name: str,
file path: str,
total records: int, accuracy: float,
loss: float) -> int:
conn = self.connect()
cursor = conn.cursor()
cursor.execute(
"INSERT INTO datasets (user_id, file_name,
file path, total records, overall accuracy, overall loss) "
"VALUES (?, ?, ?, ?, ?, )",
(user_id, file_name, file_path, total_records,
accuracy, loss)
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)

dataset_id = cursor.lastrowid
conn.commit()

self.close()

return dataset_id

def save_predictions(self, dataset _id: int, predictions:
list[dict]):
conn = self.connect()
cursor = conn.cursor()
for pred in predictions:
is correct = 1 if pred["true class"] ==
pred["predicted class"] else ©
cursor.execute(
"INSERT INTO test predictions "
"(dataset_id, record index, true class,
predicted_class, confidence, is_correct) "
"VALUES (?, ?, ?, ?, ?, ?)",
(dataset_id, pred["record index"],
pred["true_class"],
pred[ "predicted class"], pred["confidence"],
is _correct)
)
conn.commit()
self.close()

def get_predictions(self, dataset_id: int) -> list:
conn = self.connect()
cursor = conn.cursor()
cursor.execute(

"SELECT * FROM test predictions WHERE dataset id = ?

ORDER BY record_index",
(dataset _id,)
)
rows = cursor.fetchall()
self.close()
return [dict(row) for row in rows]
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def get latest _dataset(self) -> dict | None:
conn = self.connect()
cursor = conn.cursor()
cursor.execute("SELECT * FROM datasets ORDER BY
uploaded at DESC LIMIT 1")
row = cursor.fetchone()
self.close()
return dict(row) if row else None

# Jamn BJ
def dump_to _sql(self, output file: str =
"back//database//dump.sql"”):
conn = self.connect()
with open(output file, 'w', encoding='utf-8') as f:
for line in conn.iterdump():
f.write(f"{line}\n")
self.close()
print(f"[DB] Oamn coxpaHéH B '{output file}'")

if name_ == " main__ ":
db = Database()
db.init_db()

success = db.create user("userl", "pass123", "user", "WBaH",
"MeTpoB™")

print(f"Co3gaHve nonb3oBaTtena: {'OK' if success else 'Yxe
cywecTtByeT'}")

user = db.authenticate("admin", "admin")
print(f"AsTopu3auma admin: {user}™)

user = db.authenticate("userl”, "passl23")
print(f"ABTopusauma userl: {user}")

user = db.authenticate("hacker", "12345")
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print(f"ABTopusauma hacker: {user}")

fake_history = []
for e in range(1, 21):
fake_history.append({
"epoch": e,
“"train_accuracy": min(0.3 + e * 0.035, 0.99),
"val accuracy": min(©.25 + e * 0.03, 0.95),
"train loss": max(2.0 - e * 9.08, 0.1),
"val loss": max(2.2 - e * 9.07, 0.2),
})
db.save_training_history(fake_history)
print(f"UcTtopus obydenua: {len(fake_history)} snox™)

train _dist = {i: int(50 + 30 * (i % 3)) for i in range(10)}

db.save _class _distribution("train", train_dist)

valid dist = {i: int(20 + 10 * (i % 4)) for i in range(10)}

db.save_class_distribution("valid", valid_dist)

top5 = db.get top classes("valid", top_n=5)
print(f"Ton-5 knaccoB valid: {top5}")

print(f"Bce nonb3osaTenu: {db.get_all users()}")
print(f"Ceccumn: {db.get sessions()}")

db.dump_to sql("dump.sql™)
print("[OK] Bce TecTbl npoigeHbi!™)

routes.py
import os

import uuid
from flask import Blueprint, request, jsonify, g

from config import Config
from auth import (
login_required, admin_required, user_required,
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login user, logout user
)
import database as db
import model_service
import analytics

api = Blueprint('api', __name__, url prefix='/api')

@api.route('/auth/login', methods=["'POST'])
def api_login():
"""Bxoa B cuctemy
data = request.get json()
if not data:
return jsonify({'error': 'OTCyTCcTBYWT AaHHble'}), 400

login = data.get('login', "').strip()
password = data.get('password', '")

if not login or not password:
return jsonify({'error': 'JloruH u naponb ob6sa3aTenbHbl'}),
400

result = login _user(login, password)

if 'error' in result:
return jsonify(result), 401

return jsonify(result), 200

@api.route('/auth/logout’', methods=['POST'])
@login_required
def api_logout():
auth_header = request.headers.get('Authorization’, '")
token = auth_header.split(' ', 1)[1] if
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auth_header.startswith('Bearer ') else
logout_user(token)
return jsonify({'message': 'BbixoA BbiMOJIHEH ycnewHo'}), 200

@api.route('/auth/me', methods=["'GET'])
@login_required
def api_get_current_user():
user = g.current_user
return jsonify({
'id': user['id'],
'login': user['login'],
"first name': user['first _name'],
'last name': user['last name'],
‘role': user['role'],
"created at': user.get('created at')
}), 200

@api.route('/admin/users', methods=[ 'POST'])
@admin_required
def api_create_user():
data = request.get _json()
if not data:
return jsonify({'error': 'OTcyTCTBYWT AaHHble'}), 400

login = data.get('login', "').strip()

password = data.get('password', '')

first _name = data.get('first_name', '').strip()
last_name = data.get('last_name', '').strip()
role = data.get('role', 'user')

errors = []
if not login:

errors.append( 'JloruH obssaTteneH")
if not password:
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errors.append( 'Maponb ob6AaszaTeneH")
if not first_name:
errors.append( 'Uma obasatenbHO')
if not last_name:
errors.append('damunua obaszaTenbHa')
if len(login) < 3:
errors.append('JloruH JonxeH cogepxaTb MUHUMYM 3
cumBona')
if len(password) < 4:
errors.append('Maponb JonxeH copepxaTb MUHUMYM 4
cumBona')
if role not in ('user', 'admin'):
errors.append('Ponb gonxHa 6biTb "user" wuam "admin"')

if errors:
return jsonify({'error': '; '.join(errors)}), 400

user = db.create_user(
login=login,
password=password,
first _name=first_name,
last _name=last_name,
role=role,
created _by=g.current_user['id']

if user 1is None:
return jsonify({'error': f'lMonb3oBaTenb C NOrMHOM
"{login}" yxe cywecTtByeT'}), 409

db.log action(
g.current_user['id'],
'create_user',
f'Co3paH nonb3oBaTenb: {login} ({first name}
{last_name}), ponb: {role}’

)
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return jsonify({
'message’: 'lMonb3oBaTenb ycrnewHo co3fgaH',
‘user': user

}), 201

@api.route('/admin/users', methods=["'GET'])
@admin_required
def api_get_users():

users = db.get _all users()

return jsonify({'users': users}), 200

@api.route('/admin/users/<int:user_id>', methods=['GET'])
@admin_required
def api_get _user(user_id):

user = db.get user_ by id(user_id)

if user 1is None:

return jsonify({'error': 'lMonb3oBaTenp He HaugeH'}), 404
user.pop('password_hash', None)
return jsonify({'user': user}), 200

@api.route('/admin/users/<int:user_id>', methods=[ 'DELETE'])
@admin_required
def api_delete_user(user _id):
"""YnaneHue nonb3oBaTena (msarkoe)
if user_id == g.current_user['id']:
return jsonify({'error': 'Henb3sa yganutb camoro cebs'}),

400

success = db.delete user(user_id)
if not success:
return jsonify({'error': 'lMonb3oBaTenb He HaugeH'}), 404

db.invalidate user_sessions(user_id)
db.log action(g.current user['id'], 'delete user', f'YpganéH
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nonb3oBatenb ID={user_id}")

return jsonify({'message': 'Monb3oBaTenb ypanéu'}), 200

@api.route('/admin/stats', methods=["'GET'])

@admin_required

def api_get_stats():
"""CTaTuCcTUKa CucTeMmbl
stats = db.get _db_stats()
return jsonify(stats), 200

@api.route('/test/upload’', methods=["'POST'])
@login_required
def api_upload_test_data():
if 'file' not in request.files:
return jsonify({'error': '®ainn He 3arpyxeH'}), 400

file = request.files['file']
if file.filename == "'':
return jsonify({'error': "'®ain He BbbpaH'}), 400

if not file.filename.lower().endswith('.npz'):
return jsonify({'error': '[onyckawTca TonbKo ¢aisbl
dopmaTta .npz'}), 400

os.makedirs(Config.UPLOAD_FOLDER, exist_ok=True)

unique_filename = f"{uuid.uuid4().hex} {file.filename}"

file path = os.path.join(Config.UPLOAD FOLDER,
unique_filename)

file.save(file_path)

try:
result = model service.evaluate test dataset(file path)
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db_result = db.save_test_result(
user_id=g.current_user['id'],
filename=file.filename,
total samples=result[ 'total samples'],
accuracy=result['accuracy'],
loss=result['loss'],
predictions=result[ 'predicted classes'],
true labels=result[ 'true classes'],
per_class_accuracy=result[ 'per_class_accuracy']

db.log _action(
g.current_user['id'],
'upload_test',
f'3arpyxeH TecToBbin Habop: {file.filename},
f'accuracy={result["accuracy"]:.4f},
loss={result["loss"]:.4f}"

)

return jsonify({
'message': 'TecToBbll Habop 3arpyxeH u obpaboTaH',
‘result _id': db_result['id'],
‘accuracy': result['accuracy'],
‘loss': result['loss'],
'total samples': result['total samples'],
‘correct_predictions':
result[ 'correct predictions'],
'per_class_accuracy': result['per_class accuracy'],
'per_sample_accuracy':
result.get('per sample accuracy', [])
}), 200

except Exception as e:
return jsonify({'error': f'Owubka obpaboTku ¢anna:
{str(e)}'}), 500
finally:
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if os.path.exists(file path):
os.remove(file path)

@api.route('/test/results’', methods=["'GET'])
@login_required
def api_get_test_results():
results = db.get test results by user(g.current_user['id'])
summary_results = []
for r in results:
summary_results.append({
‘id': r['id'],
'filename': r['filename'],
'total samples': r['total samples'],
'accuracy': r['accuracy'],
'loss': r['loss'],
‘created at': r['created at']

})

return jsonify({'results': summary_results}), 200

@api.route('/test/results/<int:result _id>"', methods=["'GET'])
@login_required
def api_get_test_result_detail(result_id):

result = db.get_test result by id(result_id)

if result is None:

return jsonify({'error': 'Pe3ynbTaT He HaungeH'}), 404
if result['user_id'] != g.current_user['id'] and
g.current_user['role'] != "admin':
return jsonify({'error': '[ocTyn 3anpewéH'}), 403

return jsonify({'result': result}), 200

@api.route('/analytics/accuracy-epochs', methods=["'GET'])
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@login_required

def api_accuracy_vs_epochs():
data = analytics.get accuracy vs_epochs()
return jsonify(data), 200

@api.route('/analytics/class-distribution’', methods=['GET'])
@login_required
def api_class_distribution():

data = analytics.get class_distribution()

return jsonify(data), 200

@api.route('/analytics/test-per-sample/<int:result_id>",
methods=[ 'GET'])
@login_required
def api_test_per_sample(result id):
test result = db.get test result by id(result id)
if test_result is None:

return jsonify({'error': 'Pe3ynbTaT He HangeH'}), 404
if test _result['user_id'] != g.current_user['id'] and
g.current_user['role'] != 'admin':
return jsonify({'error': "[focTyn 3anpewéH'}), 403

data = analytics.get _test per sample_accuracy(test_result)
return jsonify(data), 200

@api.route('/analytics/top5-validation', methods=["'GET'])
@login_required
def api_top5_validation():

data = analytics.get top5 validation classes()

return jsonify(data), 200

@api.route('/analytics/full', methods=["'GET'])
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@login_required

def api_full_analytics():
result_id = request.args.get('result_id', type=int)
data = analytics.get full analytics(result_id)
return jsonify(data), 200

@api.route('/analytics/test-summary/<int:result _id>"',
methods=[ 'GET"'])
@login_required
def api_test_summary(result_id):
test_result = db.get _test result by id(result_id)
if test result is None:

return jsonify({'error': 'Pe3ynbTaT He HailgeH'}), 404
if test result['user _id'] != g.current_user['id'] and
g.current_user['role'] != "admin':
return jsonify({'error': '[ocTyn 3anpewéH'}), 403

return jsonify({
‘accuracy': test result['accuracy'],
"loss': test _result['loss'],
"total samples': test _result['total samples'],
"filename': test_result['filename'],
‘created _at': test_result['created at'],
'per_class_accuracy':

test_result.get('per_class_accuracy', {})
}), 200

@api.route('/model/info', methods=["'GET'])
@login_required
def api_model_info():

config = model service.get model config()

try:
summary = model_service.get_model_summary()
except Exception:
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summary = 'Moenb He 3arpyxeHa’

return jsonify({
‘config': config,
"summary’': summary
}), 200

@api.route('/model/training-history', methods=["'GET'])
@login_required
def api_training_history():
history = model_service.get _training history()
return jsonify(history), 200

@api.route('/dataset/info', methods=["'GET'])
@login_required
def api_dataset_info():
info = model_service.get training dataset info()
return jsonify(info), 200

@api.route('/health', methods=["'GET'])
def api_health():

checks = {
'server': 'ok',
"database’: 'ok' if db.check _db exists() else ‘'error',

'model’: 'ok' if os.path.exists(Config.MODEL_PATH) else
"not_found',

"dataset’': 'ok' if os.path.exists(Config.DATA PATH) else
"not_found'

}

status = 200 if all(v == 'ok' for v in checks.values()) else
503
return jsonify(checks), status
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model_service.py

import numpy as np

import json

import os

import io

from typing import Dict, List, Optional, Tuple

from config import Config

_model = None

_label _mapping = None
_model_config = None
_training_history = None

def _load_tensorflow():
import tensorflow as tf
return tf

def get_model():
global model
if model is None:
if not os.path.exists(Config.MODEL_PATH):
raise FileNotFoundError(f"Mogenb He HaigeHa:
{Config.MODEL_PATH}")
tf = _load_tensorflow()
_model = tf.keras.models.load model(Config.MODEL_ PATH)
return _model

def get_label_mapping() -> Dict:
global _label mapping
if _label mapping is None:
if os.path.exists(Config.LABEL_MAPPING_PATH):
with open(Config.LABEL_MAPPING PATH, 'r') as f:
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_label mapping = json.load(f)
else:
_label_mapping = {}
return _label mapping

def get_model_config() -> Dict:
global model config
if model config is None:
if os.path.exists(Config.MODEL_CONFIG_PATH):
with open(Config.MODEL_CONFIG_PATH, 'r') as f:
_model config = json.load(f)
else:
_model config = {}
return _model config

def get_training_history() -> Dict:
global _training history
if _training_history is None:
if os.path.exists(Config.TRAINING HISTORY_PATH):
with open(Config.TRAINING HISTORY_PATH, 'r') as f:
_training_history = json.load(f)
else:
_training_history = {}
return _training history

def preprocess_audio(audio _data: np.ndarray) -> np.ndarray:
audio = np.array(audio data, dtype=np.float32)
if len(audio.shape) ==
audio = audio.reshape(-1, 1)
max_val = np.max(np.abs(audio))
if max_val > o:
audio = audio / max_val
return audio
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def predict_single(audio data: np.ndarray) -> Dict:
model = get model()
processed = preprocess_audio(audio_data)
processed = np.expand_dims(processed, axis=0) # batch dim

predictions = model.predict(processed, verbose=0)
predicted class = int(np.argmax(predictions[@]))
confidence = float(predictions[@][predicted class])

return {
"predicted class': predicted class,
"confidence': confidence,
"probabilities’': predictions[@].tolist()

def evaluate_test_dataset(file path: str) -> Dict:
tf = load_tensorflow()
model = get model()
config = get model config()
num_classes = config.get('num classes', None)

data = np.load(file_path, allow_pickle=True)

test x = data['test x']
test_y = data['test_ y']
X _test = np.array([preprocess_audio(x) for x in test x])

test y numeric = np.array(test_ y, dtype=np.int32)

if num_classes is None:
num_classes = int(np.max(test_y numeric)) + 1

y_test = tf.keras.utils.to_categorical(test_y numeric,
num_classes)
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loss, accuracy = model.evaluate(X_ test, y test, verbose=0)

predictions _prob = model.predict(X test, verbose=0)

predicted classes = np.argmax(predictions_prob,
axis=1).tolist()

true_classes = test y numeric.tolist()

confidences = [
float(predictions _prob[i][predicted classes[i]])
for i in range(len(predicted_classes))

per _class accuracy = {}
unique_classes = np.unique(test_y numeric)
for cls in unique_classes:
cls = int(cls)
mask = test_y numeric == cls
if np.sum(mask) > O:
cls_predictions = np.argmax(predictions_prob[mask],
axis=1)
cls accuracy = float(np.mean(cls _predictions ==
cls))
per_class_accuracy[str(cls)] = {
‘accuracy': round(cls_accuracy, 4),
"total': int(np.sum(mask)),
"correct': int(np.sum(cls predictions == cls))

per_sample accuracy = []
for i in range(len(predicted classes)):
per _sample accuracy.append({

'index': 1,
"true_class': true_classes[i],
'predicted_class': predicted_classes[i],
‘confidence': round(confidences[i], 4),
‘correct': predicted classes[i] == true classes[i]
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})

return {
‘accuracy': round(float(accuracy), 4),
'loss': round(float(loss), 4),
"total samples': len(test x),
‘correct_predictions': int(sum(
1 for p, t in zip(predicted classes, true_classes)

if p ==
))>
'predicted classes': predicted classes,
"true_classes': true_classes,
'confidences': confidences,
'per_class accuracy': per_class _accuracy,
"per_sample accuracy': per_sample_accuracy

}

def get_training_dataset_info() -> Dict:
if not os.path.exists(Config.DATA PATH):
return {'error': '[laTaceT He HangeHn'}

data = np.load(Config.DATA PATH, allow pickle=True)
result = {}

if 'train _x' in data and 'train_y' in data:
train_y = data['train_ y']

unique_labels = sorted(np.unique(train_y))

label map = {label: idx for idx, label in
enumerate(unique_labels)}

train_y numeric = np.array([label _map[l] for 1 in
train_y])

class_distribution = {}
for cls in range(len(unique_labels)):
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count = int(np.sum(train_y numeric == cls))
class_distribution[str(cls)] = count

result['train’'] = {
‘total samples': len(data['train x']),
‘num_classes': len(unique_labels),
‘class distribution': class_distribution,
"sample_shape': list(data['train_x'][@].shape) if
len(data[ 'train x']) > @ else []
}

if 'valid x' in data and 'valid y' in data:
valid y = data['valid y']

unique_valid labels = sorted(np.unique(valid y))

valid label map = {label: idx for idx, label in
enumerate(unique_valid labels)}

valid_y numeric = np.array([valid_label map[l] for 1 in
valid y])

valid class distribution = {}
for cls in np.unique(valid_y numeric):
cls = int(cls)
count = int(np.sum(valid_y numeric == cls))
valid class_distribution[str(cls)] = count
sorted classes = sorted(
valid class_distribution.items(),
key=lambda x: x[1],
reverse=True

)
top5 = dict(sorted classes[:5])

result['valid'] = {
‘total_samples': len(data['valid x']),
‘num_classes': len(unique_valid_labels),
‘class_distribution': valid_class_distribution,
"top5 _classes': top5
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return result

def get_model_summary() -> str:
model = get model()
stream = io0.StringIO()
model.summary(print_fn=lambda x: stream.write(x + '\n"))
return stream.getvalue()

auth.py

import jwt

import datetime

import uuid

from functools import wraps

from flask import request, jsonify, g

from config import Config
import database as db

def generate_token(user_id: int, role: str) -> str:
payload = {
'user_id': user_id,
‘'role’': role,
"jti': str(uuid.uuid4()), # YHuxkanbHeli ID TOKeHa
‘iat': datetime.datetime.utcnow(),
'exp': datetime.datetime.utcnow() + datetime.timedelta(
hours=Config.JWT_EXPIRATION_HOURS

}
token = jwt.encode(payload, Config.SECRET_KEY,

algorithm="HS256")
return token
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def decode_token(token: str) -> dict:
try:
payload = jwt.decode(token, Config.SECRET_KEY,
algorithms=[ "HS256'])
return payload
except jwt.ExpiredSignatureError:

return {'error': 'TokeH ucTék'}
except jwt.InvalidTokenError:
return {'error': 'HeBanugHbih TOoKeH'}

def login_user(login: str, password: str) -> dict:
user = db.authenticate_user(login, password)
if user 1is None:
return {'error': 'HeBepHblii NOrMH unum naponb'}

token = generate_token(user['id'], user['role'])

db.create_session(
user_id=user['id'],
token=token,
expiration_hours=Config.JWT_EXPIRATION_HOURS

db.log action(user['id'], 'login', f'Bxoa B cuctemy:
{login}")

return {

"token': token,

‘user': {
'id': user['id'],
"login': user['login'],
"first name': user['first _name'],
'last_name': user['last_name'],
‘'role': user['role']
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def logout_user(token: str) -> bool:
payload = decode token(token)
if 'error' not in payload:
db.log action(payload.get('user_id'), 'logout', 'Bbixoz
M3 cuctembl')
db.invalidate_session(token)
return True

def get_current_user_from_token():
auth_header = request.headers.get('Authorization', '")

if not auth_header.startswith('Bearer '):
return None

token = auth_header.split(' ', 1)[1]
payload = decode_ token(token)

if 'error' in payload:
return None

session = db.get session_by token(token)
if session is None:
return None

user = db.get user_by_ id(payload[ 'user_id'])
return user

def login_required(f):
@wraps(f)
def decorated(*args, **kwargs):
user = get_current_user_from_token()
if user is None:
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return jsonify({'error': 'TpebyeTcs aBTopu3sauua'}),
401
g.current_user = user
return f(*args, **kwargs)
return decorated

def admin_required(f):
@wraps(f)
def decorated(*args, **kwargs):
user = get current_user_from_token()
if user is None:

return jsonify({'error': 'TpebyeTcs aBTopu3sauua'}),
401
if user['role’'] != 'admin':
return jsonify({'error': 'TpebywTcAa npaBa

agMuUHuUcCTpaTopa'}), 403
g.current_user = user
return f(*args, **kwargs)

return decorated

def user_required(f):
@wraps(f)
def decorated(*args, **kwargs):
user = get current_user_from_token()
if user 1is None:
return jsonify({'error': 'TpebyeTcs aBTopu3sauua'}),
401
g.current_user = user
return f(*args, **kwargs)
return decorated

app.py

import os
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impo

from
from

from
from
from
impo

def

rt sys

flask import Flask, jsonify
flask_cors import CORS

config import Config

routes import api

init _db import init_database
rt database as db

create_app() -> Flask:
app = Flask(__name_ )
app.config[ 'SECRET_KEY'] = Config.SECRET_KEY

app.config[ "MAX_CONTENT_LENGTH'] = Config.MAX_CONTENT_LENGTH

CORS(app, resources={

r"/api/*": {
"origins": "*",
"methods": ["GET", "POST", "PUT", "DELETE",
"OPTIONS"],
"allow _headers": ["Content-Type", "Authorization"]
}
})

app.register_blueprint(api)

os.makedirs(Config.UPLOAD_FOLDER, exist_ok=True)
os.makedirs(os.path.dirname(Config.DB_PATH), exist_ok=True)
if not db.check db_exists():
print("Bl He HaWAeHa, WHUUMANM3aAUMA...")
init_database()

@app.errorhandler(404)
def not_found(error):
return jsonify({'error': 'Pecypc He HaWgeH'}), 404
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@app.errorhandler(405)
def method_not_allowed(error):
return jsonify({'error': 'MeTon He pa3pewéH'}), 405

@app.errorhandler(413)
def file_too_large(error):
return jsonify({'error': '®ain cavwukom 6onbwon (mMakc.
500 MB)'}), 413

@app.errorhandler(500)
def internal_error(error):
return jsonify({'error': 'BHyTpeHHsAs owubka cepBepa'}),
500

@app.route('/")
def index():
return jsonify({

‘name’': 'Alien Signal Classifier API',
‘version': '1.0',
'description': 'API pgna knaccudukaumm MHOMNIAHETHbIX

paguMocurHanos',
‘endpoints': {
"auth': {
'"POST /api/auth/login': 'Bxog B cucrtemy',
'"POST /api/auth/logout': 'Bbixog u3 cuctemsl',
'"GET /api/auth/me': 'WUHdopmauma o Tekywem

nonb3osaTene’
s
"admin': {
'"POST /api/admin/users': 'Co3aaHue
nonb3oBaTtena’',
"GET /api/admin/users': 'Cnucok
nonb3oBaTtenen',
'"GET /api/admin/users/<id>': 'WHbopmauma o

nonb3oBaTene',
'DELETE /api/admin/users/<id>"': 'YpaneHue
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nonb3opartens’,

'"GET /api/admin/stats': 'CTaTucTtuka cucTtembl’
¥
"test': {
'"POST /api/test/upload': '3arpyska TecToBOro
Habopa paHHbIX',
'"GET /api/test/results': 'Cnucok pe3ynbTaToB
TecTupoBaHusa',
'"GET /api/test/results/<id>': '[eTanu
pe3ynbTaTta’
}s

"analytics': {

'"GET /api/analytics/accuracy-epochs':
'"TOYHOCTb OT 3nox',

'"GET /api/analytics/class-distribution':
'"PacnpepeneHune Knaccos',

"GET /api/analytics/test-per-sample/<id>":
'"TOYHOCTb MO 3anucsam',

'"GET /api/analytics/top5-validation': 'Ton-5
KnaccoB Banugauunm',

'"GET /api/analytics/full': 'lNonHas
aHannTuka',

'"GET /api/analytics/test-summary/<id>":
'CBoaka TecTa'

}s
"model’: {
'"GET /api/model/info': 'WUHPopmaumua o
mogenu',
'"GET /api/model/training-history': 'UcTopua
obyyeHuna'
}s
"other': {
'GET /api/dataset/info': 'WHbopmauma o
haTtaceTe',
'GET /api/health': 'CocTosaHue cepBepa’
}
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}), 200

return app

if name_ == " main__ ":
app = create_app()
app.run(
host='0.0.0.0",
port=5000,
debug=True

analytics.py

import json

import os

import numpy as np

from typing import Dict, List, Optional

from config import Config

import model service

def get_accuracy_vs_epochs() -> Dict:
history = model service.get training history()

result = {
"epochs': list(range(1, len(history.get('accuracy', []))
+ 1)),
"train_accuracy': history.get('accuracy', [1]),
"train_loss': history.get('loss', []),
}

if 'val_accuracy' in history:
result['val accuracy'] = history['val accuracy']
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if 'val_loss' in history:
result['val loss'] = history['val _loss']

return result

def get_class_distribution() -> Dict:
dataset_info = model service.get training dataset_info()

if 'train' not in dataset _info:
return {'error': '[laHHble oby4yeHMA He HangeHol'}

train_info = dataset_info['train']
distribution = train_info.get('class_distribution', {})

sorted_classes = sorted(distribution.items(), key=lambda x:
int(x[0]))

return {
'classes': [item[@] for item in sorted_classes],
‘counts': [item[1] for item in sorted_classes],
"total samples': train_info.get('total samples', @),
‘num_classes': train_info.get('num _classes', 0)

def get_test_per_sample_accuracy(test_result: Dict) -> Dict:
if not test result:
return {'error': 'HeT pe3ynbTaToB TecTupoBaHuAa'}

per_sample = test result.get('per sample accuracy', [])

if not per_sample and 'confidences' in test_result:
predicted = test_result.get('predicted _classes', [])
true = test_result.get('true_classes', [])
confidences = test_result.get('confidences', [])
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per_sample = []
for i in range(len(predicted)):
per_sample.append({
"index': i,
"true_class': true[i] if i < len(true) else
None,
"predicted class': predicted[i],
‘confidence': confidences[i] if i <
len(confidences) else 9,
‘correct': predicted[i] == true[i] if i <
len(true) else False

1))

return {
'samples': per_sample,
"total': len(per_sample),
‘correct_count': sum(1 for s in per_sample if
s.get('correct', False)),
‘accuracy': test _result.get('accuracy', 0)

def get_top5_validation_classes() -> Dict:
dataset_info = model service.get training dataset_info()

if 'valid' not in dataset _info:
return {'error': 'BanupgaunMoHHble OaHHble He HaWgeHol' }

valid info = dataset info['valid']
distribution = valid_info.get('class _distribution', {})

sorted classes = sorted(
distribution.items(),
key=lambda x: x[1],
reverse=True

)[:5]
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return {
‘classes': [item[@] for item in sorted classes],
‘counts': [item[1] for item in sorted classes],
‘total valid samples': valid_info.get('total samples',
0)

def get_per_class_accuracy_from_test(test result: Dict) -> Dict:
if not test result:
return {'error': 'HeT pe3ynbTaToB TecTupoBaHua'}

per_class = test_result.get('per_class_accuracy', {})

sorted classes = sorted(per_class.items(), key=lambda x:
int(x[0]))

return {
‘classes': [item[@] for item in sorted_classes],
'accuracies': [item[1][ 'accuracy'] for item in
sorted classes],
"totals': [item[1]['total’'] for item in sorted classes],
"corrects': [item[1][ 'correct’'] for item in
sorted_classes]

}

def get full analytics(test result id: Optional[int] = None) ->
Dict:
from server import database as db

result = {
‘accuracy_vs _epochs': get accuracy_vs _epochs(),
‘class_distribution': get_class_distribution(),
"top5_validation': get_top5_validation_classes(),
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if test result id:
test _result = db.get test result by id(test result id)
if test_result:
result['test per sample'] =
get _test per_sample accuracy(test result)
result['test per class'] =
get _per class_accuracy_ from_test(test result)
result[ 'test _summary'] = {
‘accuracy': test_result.get('accuracy'),
"loss': test_result.get('loss'),
"total samples':
test_result.get('total_samples'),
‘filename': test_result.get('filename')

result[ ‘'model_config'] = model_service.get_model config()

return result

KianenTckast 4yacth

styles.py

MAIN_STYLE = """

QMainWindow, QDialog, QWidget {
background-color: #lala2e;
color: #e0e0eo;
font-family: 'Segoe UI', Arial, sans-serif;
font-size: 13px;

}
QLabel {
color: #e0e0e0;
font-size: 13px;
}

QLabel#title {
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font-size: 22px;
font-weight: bold;
color: #00d4ff;
padding: 10px 0;

QLabel#subtitle {
font-size: 16px;
font-weight: bold;
color: #7b68ee;
padding: 5px ©;

QLabel#info_label {
font-size: 14px;
color: #bobobo;
padding: 3px 0;

QLabel#success label {
color: #00e676;
font-size: 13px;
font-weight: bold;

QLabel#error _label {
color: #ff5252;
font-size: 13px;
font-weight: bold;

QLabel#stat value {
font-size: 28px;
font-weight: bold;
color: #00d4ff;
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QLabel#stat_label {
font-size: 11px;
color: #888;

QLineEdit {
background-color: #16213e;
color: #e0e0eo;
border: 2px solid #0f3460;
border-radius: 8px;
padding: 10px 14px;
font-size: 14px;
selection-background-color: #7b68ee;

QLineEdit:focus {
border-color: #00d4ff;

QLineEdit:disabled {
background-color: #0d1b30;
color: #666;

QPushButton {
background-color: #013460;
color: #e0e0e0;
border: none;
border-radius: 8px;
padding: 10px 24px;
font-size: 14px;
font-weight: bold;
min-height: 20px;

QPushButton:hover {
background-color: #la4a8a;
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QPushButton:pressed {
background-color: #0a2540;

QPushButton:disabled {
background-color: #lala2e;
color: #555;

QPushButton#primary btn {
background-color: #7b68ee;
color: white;

QPushButton#primary_ btn:hover {
background-color: #9580ff;

QPushButton#primary btn:pressed {
background-color: #5a4db8;

QPushButton#success btn {
background-color: #00897b;
color: white;

QPushButton#success_btn:hover {
background-color: #00a890;

QPushButton#danger btn {
background-color: #c62828;
color: white;

MockBa
2025/2026 yu. r.



MOCKOBCKASA HPEAITPOPECCUOHAJIBHASA
OJIMMIINAJJA IIKOJIBHUKOB
3akII0YHTEIbHBIA ITAII
IHpakruka «Anpopmaunonnsie TexHosorum»
KomanaHo-nnpakTu4ecKoe 3aaHue

QPushButton#danger btn:hover {
background-color: #e53935;

QPushButton#logout btn {
background-color: transparent;
color: #ff8a80;
border: 1px solid #ff8a80;
padding: 6px 16px;
font-size: 12px;

QPushButton#logout btn:hover {
background-color: #f{8a80;
color: #lalae;

QPushButton#nav_btn {
background-color: transparent;
color: #bobobo;
border: none;
border-radius: 6px;
padding: 10px 16px;
font-size: 13px;
font-weight: normal;
text-align: left;

QPushButton#nav_btn:hover {
background-color: #16213e;
color: #e0e0e0;

QPushButton#nav_btn_active {
background-color: #013460;
color: #00d4ff;
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border: none;
border-radius: 6px;
padding: 10px 16px;
font-size: 13px;
font-weight: bold;
text-align: left;

border-left: 3px solid #@ed4ff;

QComboBox {
background-color: #16213e;
color: #e0e0e0;
border: 2px solid #0f3460;
border-radius: 8px;
padding: 8px 12px;
font-size: 13px;

QComboBox:hover {
border-color: #00d4ff;

QComboBox: :drop-down {
border: none;
width: 30px;

QComboBox QAbstractItemView {
background-color: #16213e;
color: #e0e0e0;

selection-background-color: #0f3460;
border: 1px solid #0f3460;
}
QTableWidget {
background-color: #16213e;
color: #e0e0e0;
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border: 1px solid #0f3460;
border-radius: 8px;

gridline-color: #013460;
selection-background-color: #0f3460;
font-size: 12px;

QTableWidget::item {
padding: 6px 10px;
border-bottom: 1px solid #©ale3d;

QTableWidget::item:selected {
background-color: #la4a8a;

QHeaderView: :section {
background-color: #013460;
color: #00d4ff;
padding: 8px 10px;
border: none;
border-right: 1px solid #lala2e;
font-weight: bold;
font-size: 12px;

QScrollArea {
border: none;
background-color: transparent;

QScrollBar:vertical {
background-color: #lala2e;
width: 10px;
border-radius: 5px;
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QScrollBar: :handle:vertical {
background-color: #013460;
border-radius: 5px;
min-height: 30px;

QScrollBar: :handle:vertical:hover {
background-color: #la4a8a;

QScrollBar::add-line:vertical, QScrollBar::sub-1line:vertical {
height: ©;

QScrollBar:horizontal {
background-color: #lala2e;
height: 10px;
border-radius: 5px;

QScrollBar: :handle:horizontal {
background-color: #013460;
border-radius: 5px;
min-width: 30px;

QScrollBar: :handle:horizontal:hover {
background-color: #la4a8a;

QScrollBar::add-1line:horizontal, QScrollBar::sub-1line:horizontal

{
width: 0;

QGroupBox {
background-color: #16213e;
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border: 1px solid #0f3460;
border-radius: 10px;
margin-top: 10px;

padding: 15px;
padding-top: 25px;
font-size: 13px;
font-weight: bold;

color: #7b68ee;

QGroupBox::title {
subcontrol-origin: margin;
left: 15px;
padding: © 8px;

QTabWidget: :pane {
background-color: #lala2e;
border: 1px solid #013460;
border-radius: 8px;

QTabBar::tab {
background-color: #16213e;
color: #bobobo;
padding: 10px 20px;
margin-right: 2px;
border-top-left-radius: 8px;
border-top-right-radius: 8px;
font-size: 13px;

QTabBar::tab:selected {
background-color: #013460;
color: #00d4ff;
font-weight: bold;
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QTabBar::tab:hover {
background-color: #la3a5c;

QProgressBar {
background-color: #16213e;
border: 1px solid #0f3460;
border-radius: 8px;
text-align: center;
color: #e0e0eo;
font-size: 12px;
min-height: 22px;

QProgressBar::chunk {
background-color: #7b68ee;
border-radius: 7px;

QMessageBox {
background-color: #lala2e;
color: #e0e0eo0;

QMessageBox QLabel {
color: #e0e0e0;
font-size: 13px;

QMessageBox QPushButton {
min-width: 80px;

QStatusBar {
background-color: #0d1117;
color: #888;
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font-size: 11px;
border-top: 1px solid #0f3460;

QToolTip {
background-color: #16213e;
color: #e0e0eo;
border: 1px solid #0f3460;
border-radius: 4px;
padding: 5px;
font-size: 12px;

QSplitter::handle {
background-color: #013460;
width: 2px;

}

# UseTta anAa rpadukoB matplotlib
CHART_COLORS = {
"background’: '#lala2e’,
'face': '#16213e’,
"text': '#e0Be0ed',
'grid': '#013460',
"primary’': '#7b68ee’,
'secondary': '#00d4ff',
'success': '#00e676',
"danger': '#ff5252',
'warning': '#ffab40',
'accentl': '#ff6ec7’',
'accent2': '#40c4ff',
'accent3': '#b388ff',
'accent4': '#e64ffda’,
'accent5': '#ffd740',
"bar_colors': [
'#7b68ee’', '#00d4Aff', '#00e676', '#ff6ec7', '#ffabde',
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'#40c4ff', '#b388ff', '#64ffda’', '#ffd740', '#ff5252',
'#80cbc4', '#ce93d8', '#a5d6a7', '#ef9a9a', '#90caf9’,
"#£ff59d', '#f48fbl', '#80deea’, '#c5ela5', '#ffcc80'

main.py

import sys

import os

sys.path.insert(0,
os.path.dirname(os.path.dirname(os.path.abspath(__file ))))
from PyQt5.QtWidgets import QApplication

from PyQt5.QtCore import Qt

from client.styles import MAIN_STYLE

from client.widgets.main_window import MainWindow

def main():

QApplication.setAttribute(Qt.AA_EnableHighDpiScaling, True)
QApplication.setAttribute(Qt.AA_UseHighDpiPixmaps, True)
app = QApplication(sys.argv)
app.setApplicationName("Alien Signal Classifier")
app.setOrganizationName("AlienLab2226")
app.setStyleSheet (MAIN_STYLE)
server_url = "http://localhost:5000"
if len(sys.argv) > 1:

server_url = sys.argv[1l]
window = MainWindow(server_url)
window. show()
sys.exit(app.exec ())

api_client.py
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import requests
from typing import Optional, Dict, Any, Tuple
class ApiClient:
def __init__ (self, base_url: str = "http://localhost:5001"):
self.base url = base_url.rstrip('/")
self.token: Optional[str] = None
self.current_user: Optional[Dict] = None
self.session = requests.Session()
self.timeout = 120 # cekyHg (Mogenb MOXeT AOro
obpabaTbiBaTh)

def _headers(self) -> Dict[str, str]:
headers = {"Content-Type": "application/json"}
if self.token:
headers["Authorization"] = f"Bearer {self.token}"
return headers

def _get(self, endpoint: str, params: Optional[Dict] = None)
-> Tuple[int, Dict]:
try:
resp = self.session.get(
f"{self.base url}{endpoint}",
headers=self. headers(),
params=params,
timeout=self.timeout
)
return resp.status_code, resp.json()
except requests.ConnectionError:

return 0, {"error": "HeT coeauMHeHua c cepBepom"}
except requests.Timeout:
return 0, {"error": "TahmayT coeguHeHusa"}

except Exception as e:
return 0, {"error": str(e)}

def _post(self, endpoint: str, data: Optional[Dict] = None)
-> Tuple[int, Dict]:
try:
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resp = self.session.post(
f"{self.base url}{endpoint}",
headers=self. headers(),
json=data,
timeout=self.timeout

)

return resp.status_code, resp.json()

except requests.ConnectionError:

return 0, {"error": "HeT coeauHeHua c cepBepom"}
except requests.Timeout:
return 0, {"error": "TahmayT coeguHeHunsa"}

except Exception as e:
return 0, {"error": str(e)}
def post file(self, endpoint: str, file path: str) ->
Tuple[int, Dict]:
try:
headers = {}
if self.token:
headers["Authorization"] = f"Bearer
{self.token}"
with open(file_path, 'rb") as f:
files = {"file": (file_path.split('/"')[-
1].split('\\")[-1], f)}
resp = self.session.post(
f"{self.base _url}{endpoint}",
headers=headers,
files=files,
timeout=self.timeout
)
return resp.status_code, resp.json()
except requests.ConnectionError:

return 0, {"error": "HeT coeavMHeHua c cepsepom"}
except requests.Timeout:
return 0, {"error": "TahmayT coeguHeHusa"}

except Exception as e:
return 0, {"error": str(e)}
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def

def
Dict]:

def

def

_delete(self, endpoint: str) -> Tuple[int, Dict]:
try:
resp = self.session.delete(
f"{self.base url}{endpoint}",
headers=self. headers(),
timeout=self.timeout
)
return resp.status_code, resp.json()
except requests.ConnectionError:

return 0, {"error": "HeT coeavHeHua c cepBepom"}
except requests.Timeout:
return 0, {"error": "TahmayT coeguHeHunsa"}

except Exception as e:
return 0, {"error": str(e)}

login(self, login: str, password: str) -> Tuple[bool,

status, data = self._post("/api/auth/login", {
"login": login,
"password”: password

})

if status == 200 and "token" in data:
self.token = data["token"]
self.current_user = data.get("user"
return True, data

return False, data

logout(self) -> Tuple[bool, Dict]:

status, data = self. post("/api/auth/logout")
self.token = None

self.current_user = None

return status == 200, data

get_current_user(self) -> Tuple[bool, Dict]:
status, data = self. get("/api/auth/me")
if status == 200:

self.current_user = data
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return status == 200, data

def is_authenticated(self) -> bool:
return self.token is not None

def is_admin(self) -> bool:
if self.current_user:
return self.current_user.get("role") == "admin"
return False

def create_user(self, login: str, password: str,
first name: str, last name: str,
role: str = "user") -> Tuple[bool, Dict]:
status, data = self. post("/api/admin/users", {
"login": login,
"password": password,
"first_name": first_name,
"last_name": last_name,
"role": role

})

return status == 201, data

def get_users(self) -> Tuple[bool, Dict]:
status, data = self. get("/api/admin/users")
return status == 200, data

def get_user(self, user_id: int) -> Tuple[bool, Dict]:
status, data = self. get(f"/api/admin/users/{user_id}")
return status == 200, data

def delete_user(self, user _id: int) -> Tuple[bool, Dict]:
status, data =
self. delete(f"/api/admin/users/{user_id}")
return status == 200, data

def get_admin_stats(self) -> Tuple[bool, Dict]:
status, data = self. get("/api/admin/stats")
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return status == 200, data

def upload_test_data(self, file path: str) -> Tuple[bool,
Dict]:
status, data = self. post file("/api/test/upload",
file path)
return status == 200, data

def get_test_results(self) -> Tuple[bool, Dict]:
status, data = self. get("/api/test/results")
return status == 200, data

def get_test result detail(self, result _id: int) ->
Tuple[bool, Dict]:
status, data =
self. get(f"/api/test/results/{result id}")
return status == 200, data

def get_accuracy_vs_epochs(self) -> Tuple[bool, Dict]:
status, data = self._get("/api/analytics/accuracy-
epochs™)
return status == 200, data

def get_class_distribution(self) -> Tuple[bool, Dict]:
status, data = self. get("/api/analytics/class-
distribution")
return status == 200, data

def get_test per_sample(self, result id: int) -> Tuple[bool,
Dict]:
status, data = self. get(f"/api/analytics/test-per-
sample/{result_id}")
return status == 200, data

def get_top5_validation(self) -> Tuple[bool, Dict]:
status, data = self._get("/api/analytics/top5-
validation")
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return status == 200, data

def get_full analytics(self, result id: Optional[int] =

None) -> Tuple[bool, Dict]:

params = {}

if result id:

params["result id"] = result_id

status, data = self. get("/api/analytics/full",
params=params)

return status == 200, data

def get_test summary(self, result id: int) -> Tuple[bool,
Dict]:
status, data = self. get(f"/api/analytics/test-
summary/{result_id}")
return status == 200, data

def get_model_info(self) -> Tuple[bool, Dict]:
status, data = self. get("/api/model/info")
return status == 200, data

def get_training_history(self) -> Tuple[bool, Dict]:
status, data = self. get("/api/model/training-history")
return status == 200, data

def get_dataset_info(self) -> Tuple[bool, Dict]:
status, data = self. get("/api/dataset/info")
return status == 200, data

def health_check(self) -> Tuple[bool, Dict]:
status, data = self. get("/api/health")
return status == 200, data

MoayJb 00y4yeHus HeilipoceTH
decode.py
import sys
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import hashlib

def decode(encode_class):

_hash = encode_class[:32] # nepeble aBa cumBona - hash

salt = encode _class[32:] # nocne 32 cumBonom "conb",
KOTOpaA MCNoNb30Basiacb MpPU X3WUMPOBAHMUU

for n in range(1400):

if hashlib.md5((str(n) + salt).encode()).hexdigest() ==
_hash:
return n
return None

def main():
encode_class sys.argv([1]
decode_class = decode(encode class)
print(decode_class)

if name_ == "' main_ '
main()
Loss over epachs Accuracy over epochs
—— Train Loss 1.0+
Validation Loss
3
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learning.py
import os
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os.environ[ "KERAS_BACKEND"] = "jax"

import keras

import matplotlib.pyplot as plt
import numpy as np

import pandas as pd

import scipy.io.wavfile

from keras import layers

from scipy.signal import resample

keras.utils.set random_seed(41)

BATCH_SIZE = 32
NUM_CLASSES = 50
EPOCHS = 200
SAMPLE_RATE = 16000

import numpy as np

data = np.load('Data.npz")

train_x1 = data[ "train_x']
train_yl=data[ 'train_y']
valid xl1=data[ 'valid_x']
valid_yl=data[ 'valid_y']

input = layers.Input((None, 1))
spectrograms = [
layers.STFTSpectrogram(
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mode="1og",
frame_length=SAMPLE_RATE * frame_size // 1000,
frame_step=SAMPLE_RATE * 15 // 1000,
fft_length=2048,
padding="same",
expand_dims=True,

) (input)

for frame_size in [30, 40, 50]

multi_spectrograms = layers.Concatenate(axis=-1)(spectrograms)

img_model = keras.applications.MobileNet(include_top=False,
pooling="max")

output = img model(multi spectrograms)

output = layers.Dropout(0.5)(output)

output = layers.Dense(256, activation="relu")(output)

output = layers.Dense(256, activation="relu")(output)

output = layers.Dense(NUM_CLASSES, activation="softmax") (output)

model2d = keras.Model(input, output,
name="model 2d trainble stft")

model2d.compile(
optimizer=keras.optimizers.Adam(1le-4),
loss="sparse_categorical crossentropy",
metrics=["accuracy"],

)

model2d.summary()

history_model2d = model2d.fit(
train_x1,
train_y1,
batch _size=BATCH SIZE,
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validation_data=(valid_x1, valid_y1l),
epochs=EPOCHS,
callbacks=[
keras.callbacks.EarlyStopping(
monitor="val loss",
patience=EPOCHS,
restore_best weights=True,

1,

import matplotlib.pyplot as plt

train_loss = history model2d.history[ 'loss’]

val

loss = history_model2d.history[ 'val loss']

train_acc = history model2d.history.get('accuracy')

val_

acc = history_model2d.history.get('val_accuracy')

epochs range = range(1, len(train_loss) + 1)

plt.

plt.
plt.
plt.
plt.
plt.
plt.
plt.
plt.

figure(figsize=(12, 5))

subplot(1, 2, 1)

plot(epochs_range, train_loss, label='Train Loss"')
plot(epochs_range, val loss, label='Validation Loss"')
xlabel('Epochs")

ylabel('Loss")

title('Loss over epochs')

legend()

grid(True)

if train_acc and val_acc:

plt.subplot(1, 2, 2)
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plt.plot(epochs range, train_acc, label='Train Accuracy')
plt.plot(epochs_range, val _acc, label='Validation Accuracy')
plt.xlabel('Epochs")

plt.ylabel('Accuracy")

plt.title('Accuracy over epochs"')

plt.legend()

plt.grid(True)

plt.tight layout()
plt.show()

CchpLIKa Ha MOJENb
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